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This session is designed to provide an overview of the
proposed amendments to the Corporations Act breach
reporting obligations (s912D).

To illustrate the impact of the proposed changes we will
consider hypothetical case studies.

INTRODUCTION



Context here is important:

• Aggressive post RC regulators (with continuing use of “informal”

notices and ASIC increasing use of s19 notices)

• FAR reforms

• Whistleblowing reforms

• Parliamentary inquiry (regulators presently assisting in gathering

information to assist the inquiry)

INTRODUCTION



Consider whether the “old ways” are helpful?

• As a broad generalisation, the industry has adopted a lower-than-
legislated threshold for reporting breaches to regulators.

• In some cases judgment is required to consider the indicators in
s912D (and s29JA) (severally and jointly).

• Is LPP relevant/useful in conducting an internal inquiry?

INTRODUCTION



The Government has released an Exposure Draft and Explanatory
Memorandum for proposed amendments to the breach reporting
obligations of financial services licensees: Financial Sector Reform
(Hayne Royal Commission Response – Protecting Consumers (2020
Measures)) Bill 2020 (Cth).

The Exposure Draft purports to implement a number of
recommendations of the Hayne Royal Commission.

The Exposure Draft was open for consultation between 31 January 2020
and 28 February 2020.

OVERVIEW



According to the Exposure Draft, the amendments were scheduled to
commence on 1 July 2020.

As this date has passed, a new commencement date will be set.

The Exposure Draft also provides for breaches occurring before 1 April
2021 to be dealt with under the present provisions (see s1670A and
para 2.206 of the EM). It appears likely that this date will also change.
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The Exposure Draft proposes a number of amendments to the breach reporting
obligations of a financial services licensee to ASIC:

(a) The present section 912D is repealed.

(b) Section 912D describes the new concepts of “reportable situation”
and “core obligation” and expands the concept of “significant” – it is a
definitional section.

(c) Section 912DAA describes when a person “reasonably knows” of a
circumstance – this is linked to awareness of a “substantial risk”.

(d) Section 912DAB describes when a financial services licensee must
lodge a report with ASIC for “reportable situations”.

DETAIL OF THE REFORMS



(e) Section 912DAC describes when a financial services licensee must
lodge a report with ASIC for reportable situations in relation to other
financial services licensees.

(f) Section 912DAE describes that ASIC must publish details of certain
reports made under section 912DAB.

(g) Section 912EA describes an obligation for a financial services licensee
to report to clients affected by a reportable situation. This is only
enlivened for personal advice.

DETAIL OF THE REFORMS



(h) Section 912EB describes an obligation for a financial services licensee
to investigate reportable situations that may affect clients. This is only
enlivened for personal advice.

(i) Section 912EC describes an obligation for a financial services licensee
to keep records of compliance.

DETAIL OF THE REFORMS



The Exposure Draft does not propose any amendments to the breach reporting
obligations of an RSE to APRA under SIS.

However, the Explanatory Memorandum makes the following statement (p21, para 2.15):

Minor amendments are also being made to the breach reporting regime in the
SIS Act as part of the implementation of recommendations 3.8, 6.3, 6.4 and 6.5 to
partially align it with these amendments.

DETAIL OF THE REFORMS



Section 912D presently requires a financial services licensee to report a breach (or likely
breach) with ASIC where it is “significant”.

“Reportable situations”

The proposed section 912D introduces a new concept of a “reportable situation”, which fall
into two groups:

(a) The first group involves the further concept of a “core obligation”: section 912D(1).
(b) The second group involves conduct that constitutes gross negligence, serious fraud

or other circumstances prescribed by the regulations: section 912D(2)*.

“Core obligations”

The new concept of “core obligations” largely reflects the existing financial services laws and
provisions presently specified in section 912D(1)(a).

* Consider FAR here

PROPOSED SECTION 912D: REPORTABLE 
SITUATIONS



“Reportable situations”

A reportable situation now also involves the case where an AFSL holder has commenced an
investigation into whether it or a representative has breached a core obligation and that the
breach (or likely breach) is significant.

See para 2.41 of the EM re expectations for reporting.

Query whether at the point of commencing an investigation an RSE would know that a
significant breach has occurred?

PROPOSED SECTION 912D: REPORTABLE 
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“Significant breach”

• A breach (or likely breach) of core obligations only needs to be reported if it is
“significant”. See subsection (4) re “likely to breach”.

• There are now additional components of the significance test: sections 912D(5)-(6).
• A breach (or likely breach) of a core obligation is taken to be significant if any of the

following new circumstances apply under section 912D(5):

(a) the breach is punishable on conviction by a penalty that may include imprisonment
for a maximum period of:

(i) if the offence involves dishonesty—3 months or more; or
(ii) in any other case—12 months or more; or

(b) the breach constitutes a contravention of a civil penalty provision; or
(c) the breach results, or is likely to result, in loss or damage to clients or, in the case of

a managed investment scheme, members of the scheme; or
(d) any other circumstances prescribed by the regulations for the purposes of this

paragraph exist.

PROPOSED SECTION 912D: REPORTABLE 
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If none of the above circumstances under section 912D(5) apply, the financial services
licensee must make an assessment of significance under section 912D(6).

The circumstances to consider under this provision are the same as those under the present
section 912D(1)(b) (ie number or frequency of breaches, impact of the breach (or likely
breach) on the holder’s ability to provide financial services of the AFSL, the extent to which
the breach (or likely breach) indicates arrangements to ensure compliance with those
obligations are inadequate and matters prescribed by regulations).

Note that “the actual or potential loss to clients of the licensee” (presently s912D(1)(b)(iv)) is
a factor for proposed subsection (5) - not subsection (6).

PROPOSED SECTION 912D: REPORTABLE 
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Reporting a reportable situation to ASIC

A financial services licensee must lodge a report with ASIC if there are reasonable grounds to
believe a reportable situation has arisen: section 912DAB(1).

Reporting the outcome of an investigation to ASIC

A financial services licensee must also lodge a report with ASIC under section 912DAB(2) if:
• the financial services licensee has commenced an investigation into whether it or a

representative has breached a core obligation; and
• the financial services licensee is obliged under section 912DAB(1) to report the

investigation (see here the definition of a “reportable situation*) in s912D(1); and
• the investigation discloses no reasonable grounds to believe the financial services licensee

or the representative has breached the core obligation.
* See EM para 2.42 for clarity – query whether drafting could be improved

PROPOSED SECTION 912DAB: 
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A report must be lodged to ASIC in writing within 30 days after of the financial services
licensee first reasonably knows that there are reasonable grounds to believe the reportable
situation has arisen: this can attach to investigations - section 912DAB(4) (see s912DAA re
“reasonably knows” and EM para 2.45 re Criminal Code). See EM para 2.43 re explanation for
longer reporting period.

However, if a financial services licensee commences an investigation and is obliged under
section 912DAB(1)* to report the investigation (ie as a reportable situation) and the
investigation discloses that:

• there are reasonable grounds to believe that the financial services licensee or
representative has breached the core obligation; or

• there are no reasonable grounds to believe that the financial services licensee or
representative has breached the core obligation;

Proposed section 912DAB: 
obligation to lodge a report



then under section 912DAB(5) a report must be lodged with ASIC within 10 days after the
financial services licensee first reasonably knows of the “outcome” of the investigation (see
para 2.46 EM).

Prima facie there are now two reporting obligations connected to an investigation into a
breach (or likely breach) which is significant (see EM paras 2.41 and 2.42).

PROPOSED SECTION 912DAB: 
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If a report is received by APRA

A report required to be lodged under section 912DAB is taken to have been lodged with ASIC
if the financial services licensee has given a report to APRA that contains the information
required under section 912DAB: section 912DAB(6).

PROPOSED SECTION 912DAB: 
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PENALTIES

The present section 912D is a civil penalty provision which currently carries a maximum 
penalty of 50000 penalty units - which came into effect on 13 March 2019: sections 
1317E and 1317G(4).

Failing to lodge a report under the proposed sections 912DAB(1) or (2) is an offence. 
See section 1311C re penalties.

Failing to comply with the proposed sections 912DAB(1) or (2) is also a breach (see 
proposed section 912DAB(8)). This is the same civil penalty provision under the present 
section 912D which carries a maximum penalty of 50000 penalty units: sections 1317E 
and 1317G(4).



COMPARISON (FROM EM)

New law 
Financial services licensees will need to report significant breaches and likely breaches, and 
investigations into whether there has been a significant breach

Current law 
Licensees are not required to report investigations into whether there has been a significant breach. 

New law
The test for when a breach or likely breach is significant will include objectively determinable criteria. 
These criteria are in addition to the existing subjective significance test. 

Current law 
The test for when a breach or likely breach is significant requires licensees to make an assessment based 
on the listed criteria. 

New law 
Licensees must report matters to ASIC within 30 calendar days after the licensee reasonably knows the matter 
has arisen. Outcomes of investigations need to be reported within 10 calendar days. 

Current law 
Licensees must report to ASIC within 10 business days after becoming aware of the breach or likely breach. 

New law
ASIC must publish data on breaches. 

Current law
No equivalent. 



CASE STUDY 1

You have prepared a report to the board outlining repeated breaches of your 
procurement policy by a senior employee.

The matter has triggered an internal investigation resulting in a finding of a 
failure to observe internal controls but no finding of a deliberate scheme to 
misappropriate funds.

What are your reporting obligations under the current regime and the 
proposed regime?



CASE STUDY 2

An internal review reveals that your organisation issued a SEN to members 
27 days prior to a fee increase.

The source of the error were last minute edits to the draft document that 
delayed sending the file to an external publisher/mailing house, just prior to 
a long weekend.

What are your reporting obligations under the current regime and the 
proposed regime?



CASE STUDY 3

You receive a complaint from a member that their account balance is 
showing two recent unauthorised withdrawals of $10 000.

An internal inquiry proves that the withdrawals were based on receipt of an 
ATO report connected with the “COVID condition of release”.

Prior to responding to the member, you receive advice that you are 
accountable to the member.

What are your reporting obligations under the current regime and the 
proposed regime?



CLOSING COMMENTS

All RSEs need to keep a hard watch on this area

Exercise judgment when reporting


